
National Transportation Safety Board
Office of Research and Engineering
Wash ing ton ,  DC 205%4-

DCA22WA102
COCKPIT VOICE AND FLIGHT DATA RECORDER

Combined Download ReportJuly 1, 2022



TABLE OF CONTENTS
oOo

 wp

1.3 Audio Recording Description.........coccvcieuveran. .
1.4  CVR Data Provided tO CAAC. . . . . . . . c cceieee vieseiriisscnr ss essesass vamavese srnsnans

2.0 HFRS-D FDR DESCRIPTION . . . coseu r i r r se r i r esenne r i onsn rsonssonse rsosasssasssonse r i smessass ron sorsossarsonsson
2.1 HFR5-D FDR Damage...cocc i i env r i on re ies i i enec ionne nestenev sionnenestesev sionn nestesensi
2.2  HFRS-D FDR RECOVERY oo r reenact veneers ese veneers
2.3 FDR Data Provided to CAAC........ccou.n.. r eve re .

2.3.1 FDR PlOES i i i  see in  c rass  es i s  san  saae  sane  e ene  ann  asa  des  anan  aa

APPENDIX B. VALIDATED PARAMETERS ccc  r r eve ree reeee

COCKPIT VOICE AND FLIGHT DATA RECORDERCOMBINED DOWNLOAD REPORT

COCKPIT VOICE AND FLIGHT DATA RECORDER DATA RECOVERY GROUP.......

1.0 HFRS5-V CVR DESCRIPTION i euces res i t nncnnes iosse  s ian  nesses  esses  an nee  nnes i  ox ses  sa nesses  ones  san seea  asinine
1.1 HFRS-V CVR DAMEGE  . . . . .o icec i re i iee esse re  stasis cs spe r  ses  abne r  spss  ses  abnss  es sp ines  sesabnsees

1.2 HFRS5-V CVR RECOVERY c .ov ie r i r i e re rn i i e i r i r i ass rn rnsea insseass ra rnssesans seassrannsseasas seasssnnnenes

GR
AN

 
WW

5

14
14
15

r enew EE EE  EE  PP EP  PRY EY 23

.25
. 13 Avanes  LALELE LEER]

su rdEn rs r r r r s i and r ds rasan  Fanny  29

DCAZ2WA102PG 2 OF 33



A. ACCIDENT
Location: Wuzhou, ChinaDate: March 21, 2022Time: 0630 UTCAirplane: Boeing 737-800, China Eastern Airlines, Registration B-1791
B. COCKPIT VOICE AND FLIGHT DATA RECORDER DATA RECOVERY GROUP
Report Author

Group Member

Group Member

Group Member

Group Member

Group Member

Group Member

Subject Matter Expert

Charles CatesMechanical Engineer/Recorder SpecialistNational Transportation Safety Board (NTSB)
Xiangdong WanTeam Leader, Chief P i l o tofCAACCivil Aviation Administration of China (CAAC)
Hang LinInvestigator in Charge (lIC}CAAC
Yu ZhangInvestigatorCAAC
Liling YuLab-EngineerCAAC
Xin MiaoLab EngineerCAAC
Chun WangLab EngineerCAAC
Joseph Gregor, Ph.D.Electrical Engineer/Recorder SpecialistNTSB
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Subject Matter Expert R. Greg SmithBranch Chief, Vehicle Recorders Division (Blue)NTSB
Specialist W. Deven ChenElectrical Engineer/Recorder SpecialistNTSB
C. DETAILS OF THE INVESTIGATION

A data recovery group was convened on March 28, 2022, consisting ofrepresentatives from the Civil Aviation Administration of China (CAAC) and theNational Transportation Safety Board (NTSB). The NTSB Vehicle Recorder Divisionreceived the memory modules from a Cockpit Voice Recorder (CVR) and a FlightData Recorder (FDR). Work on the memory devices was performed by NTSBpersonnel and overseen and recorded by CAAC personnel. Memory modules from‘the following recorders were provided to the NTSB:
Recorder Manufacturer/Model: Honeywell HFR5-V CVRPart Number: 980-6032-001Recorder Serial Number: CVR-04014
Recorder Manufacturer/Model: Honeywell HFR5-D FDRPart Number: 980-4750-009Recorder Serial Number: FDR-02952

D. DATA RECOVERY
Data recovery from damaged flight data recorders is a methodical process ofevaluation, repair, and readout. The highest priority is placed on recovering storeddata in a method is the least likely to result in lost or corrupted data. Extensivelydamaged hardware is a particular challenge due to the possibility of shorted orotherwise damaged board components leading to data loss when power is applied.Careful handling and thorough inspections of components prior to readout attemptscan find and catalog damage so that a methodical repair and recovery plan can bepursued. The use of tools specifically designed for recovery of damaged hardware isessential to preserving the integrity of the recorded data. This includes hardwaresuch as cables and readout chassis as well as recovery software packages.

1.0 HFR5-V CVR Description
The Honeywell HFRS-V Cockpit Voice Recorder records four channels of high-‘quality audio information from the Captain's audio panel, the First Officer's audio
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panel, the Cockpit Observer's audio panel, and the Cockpit Area Microphone  (CAM),The digital recording is stored on a solid-state memory module. The channelssourced from the audio panels record for two hours, and the CAM channel recordsfor three hours. The HFR5-V is designed to meet the crash-survivability requirementslaid out in EUROCAE standard ED-112A.
1.1 HFR5-V CVR Damage

The CVR Crash Survivable Memory Unit (CSMU) was reported to have beenrecovered from the aircraft wreckage on March 23, 2022. The recorder was heavilydamaged by impact forces. The CSMU was opened and the memory module wasremoved at the CAAC's facilities in Beijing. The red Room Temperature Vulcanizing(RTV) sealant protecting the memory board Circuit Card Assembly (CCA) wasremoved and several attempts to download the memory contents of the device weremade by the CAAC using a surrogate recorder chassis. It was reported that thesoftware annunciated numerous errors during the decompression process, and noneof the attempts resulted in intelligible .wav audio files.
1.2 HFR5-V CVR Recovery

On March 28, 2022, the NTSB was given a CVR download file in .dlu formatfrom one of the download attempts of the CVR prior to arrival at the NTSB. The filewas decompressed in the NTSB CVR lab using Honeywell's recorder recoverysoftware Playback32. Numerous errors were presented during the decompressionprocess. At the end of the decompression, four .wav audio files were generated. Thelengths and sample rates of the four files was as expected, however when playedback the files were unintelligible, with stuttering and echoing artifacts and digitalnoise throughout, and the audio data were unusable.
The CVR memory module was presented to the NTSB for microscopicinspection. Figure 1 shows the connector side of the board and Figure 2 shows theopposite side. Both sides have FLASH memory chips containing data. Preliminaryfindings showed the board to have substantial damage to the connector area of thedevice. Numerous solder pads attaching the connector to the board and providingthe electrical signal path to the data chips were found bent or completely dislodgedfrom the board. (See Attachment 1, CMM Recovery Report, for additional details andspecifics of connector damage). The damaged pins corresponded to chip data linesand address lines. This damage would be significant to the download and isconsistent with the audio artifacts present in the data. Damage to chip data lineswould manifest as quantization error-type digital noise and damage to chip addresslines would manifest as stuttering, echoing, and repeating-type noises.
Further inspections also revealed that the plastic portion of the connector itselfwas deformed subtly out of its normal state. The long edge along the board end was
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Figure 1. CVR memory module board, connector side.

COCKPIT VOICE AND FLIGHT DATA RECORDER DCA22WAT02COMBINED DOWNLOAD REPORT PG 6OF 33



ER
LE

Figure 2. CVR memory board, side opposite connector.
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raised above its normal position, and the pins along that edge were recessed insidethe connector housing. In this state it would have been difficult for the male pins onthe recovery cable to make a reliable connection with the board. The long edgefacing the memory chips was crushed down below its normal position with the pinsprojecting out notably from the connector housing. It was also found that the groundplane between the two sides of the connector was damaged underneath theconnector housing. Several sections of the ground plane were severed or lifted fromthe board. Figure 3 shows the connector, as received.
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Figure 3. Detail of CVR memory module connector, as received.
There was one additional anomaly noted that was determined to have beenpresent at the time of manufacture of the board. A capacitor was lifted from theboard and not in contact with the board pads, and it had been sealed over withconformal coating in this fashion. This means that the capacitor had never been a partof the circuit it was designed to be in. Review of board schematics showed that thiswas a power conditioning capacitor, serving to filter frequency fluctuations that maybe caused by a dirty power supply. Because it had not been detected in board pass-off testing or continued airworthiness checks of the CVR system performed by theairline, it is unlikely that it impacted the performance of the CVR.
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To finalize the preliminary inspections of the board, the remaining RTV sealanton the board was carefully removed from the connector area. All the pins from theconnector that were accessible for inspection were physically tested for integrity.(Some pins were not accessible because they were routed under the board.)Numerous loose or separated pins were catalogued. Figure 4 shows the connectorprepped for inspection with remaining RTV sealant removed.
A damage recovery work plan was developed to attempt to repair the damagediscovered during preliminary inspections as safely as possible before powering theboard and attempting another download of the memory. The circuit board Gerberfiles were reviewed to determine the location and routing of all the significant viasand memory traces. A continuity test was developed to check for hidden electricaldamage between the connector pins and the flash memory chips. The test wasconfirmed using a known good surrogate memory module.

Figure 4. Connector detail with RTV sealant removed.

The loose and separated pins found in the inspections were repaired using amicroscope and a special cyanoacrylate glue. To help make the best connectionpossible with the damaged board connector, an HFR-5 recovery flex cable wasmodified to aid in positive connections between the cable and the board. Many ofthe pins on the cable were bent slightly away from the plastic of the connector,causing them to interface better with the pins that were recessed into the damagedboard connector.
With these repairs complete, the accident CPM was interfaced with themodified recovery flex cable and installed in the NTSB’s HFRS-V golden chassis. Adownload was attempted using Honeywell Playback32 software, which failed togenerate a usable .dlu file.
A subsequent download was performed without unplugging or reseating theconnector from the golden chassis using an engineering tool called DLDR. DLDRprovides a direct read of the flash memory chip contents and writes each chip imageinto binary chip image files. The chip images can then be recombined in the propersequence into the full memory contents and written into a .dlu file using anotherengineering tool called CHIPS. This download generated 14 chip image files {one for
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each flash memory ch ipon the board, as expected} which were combined into a .dlufile. Playback32 was able to generate 4 .wav files from the images, however itgenerated a large volume of errors during the decompression process. A secondDLDR download was completed to check for consistency between the twodownloads. The downloads had minor single byte differences spaced throughout thefile which were never explained.
The .wav files included three audio panel channels sampled at 8k Hz of twohours in length each and one CAM channel sampled at 16k Hz of three hours inlength. The files were loaded into a CVR listening room for audition. Because of themethod of recombining chip image files, the .wav files were not in sequential order(i.e. with the oldest data at the beginning running sequentially through the mostrecent data at the end). Instead, the data was in the order in which it was writtenacross the chips, and the most recent data {the accident sequence} was near themiddle of the files, followed by the oldest data.
The audition showed that all four channels contained intelligible audio. Theaudio panel channels were of Fair quality on the NTSB quality rating scale', and theCAM channel was of Poor quality. There was digital noise and distortion present onali channels, and there were portions of repeated audio noted during the accidentsequence. The digital artifacts in the audio data were consistent with damagebetween the recovery cable and the NVM chip data lines, and the repeated audio‘was consistent with similar damage to the chip address lines.
The download results provided additional evidence of damage to theconnector area of the board, so further inspections were deve loped  to identify theissues with the pin connections. These included both 2-D and 3-D X-ray imag ingtodetermine if any non-visible damage had occurred to the memory module and

additional microscopic inspections.
X-ray inspections showed several instances where the pins of the connectorhad minimal clearance between either board traces or vias, however the clearanceindicated it was unlikely to lead to shorts or other problems with the signal path of thechip data and address lines. No other damage was seen in the additional microscopicinspections.
The modified recovery ribbon cable was adjusted again with the help of the X-ray images in an attempt to make better connections with the damaged connector. Acomprehensive pin check was undertaken to ensure that the pins with minimalclearance were not causing issues with the electrical signal path. Another series ofdownloads was attempted, with similar results to the previous downloads.

1 Appendix A comprises the CVR Quality Rating Scale.
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With the downloads only providing poor to fair results and the audio beingconsistent with damage to chip data and address lines even after attempts to correctthe issue, the team determined that the damaged board connector should beremoved and possibly replaced. An NTSB surrogate board was identified to be usedas a test article to determine the safest process to remove the plastic housing of theconnector shell while leaving the pins soldered in place on the board.
The CVR connector housing was fully removed, which revealed additionaldamage to the pins that was hidden underneath the plastic. Pins were found pusheddown underneath the plastic and numerous additional pads and traces were found tobe loose or completely removed from the board. lt is likely that the only reason somepins were making contact was that they were pinned down to the board by theconnector housing itself. The central ground planes were found to be loose at everyattachment point except for one. The memory module with the connector shellremoved is shown in Figure 5. Some of the deformations to the pins is shown inFigure 6.
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Figure 6. Detailed view of deformed pins.
The pins, now without the plastic connector shell, were again stabilized andloose areas were reworked with cyanoacrylate glue and allowed to cure. With thepins completely stabilized work was undertaken to carefully re-shape them into theirproper positions. The pins on the surrogate board were used as a template for thisactivity. Re-shaping the pins into the best approximation of their original shapesprovided the best chance of securely mating to the recovery cable once the plastichousing was replaced. With the pins re-shaped it also became clear that the odd-numbered pins were critically close to many of the uninsulated vias and traces, whichwas previously hidden by the connector shell. To solve this issue a thin insulation stripwas fabricated out of Kapton tape and placed between the pins and the board.
A new connector shell was carefully installed over the reworked pins. This workwas performed under the microscope due to the delicate nature of the pins and theneed to have them align with the individual grooves in the connector. The modifiedflex cable was mated to the board and secured with ESD tape. The board and flexcable assembly was then attached to the NTSB HFR5-V golden chassis anddownloaded using both Playback32 and DLDR.
The Playback32 download proceeded normally with none of the errors seen inprevious download attempts. Likewise, the decompression process went smoothlywith a small number of errors dur ing  the decompression of the wideband  (CAM)channel, but none in the narrowband channels, or in the sheer quantity that was seeninprevious downloads. Playback32 generated 4 .wav files the bit depth and samplingrate characteristics equivalent to previous downloads, as expected.
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The .wav files were loaded into a CVR listening room for audition. The fileswerein sequential order from the oldest data to the most recent (accident) data. Theaccident was captured, and audio quality was Excellent per the NTSB audio qualityrating standards on all channels.
Further analysis of the individual tracks revealed that there was a time driftbetween the wideband CAM channel and the narrowband crew audio channels. Thedrift was not linear, and the CAM and crew channels drifted from each otherthroughout the full two hours of the crew channel recordings. When a common audioanchor point was used to synchronize the CAM and crew channels it could bedetermined that the crew channels were occasionally missing small portions of data,likely corresponding with individual packets of digital audio data being dropped inthe recovery.
The DLDR download was also decompressed and .wav files were generatedwith the files from the DLDR generated chip images. The .wav files were directlycompared with the .wav files generated from the Playback32 download. It wasdetermined that the Playback32 files provided the most accurate time history for theevent. The narrowband channels exhibited minor data loss for very short durationsoccurring at random intervals throughout the recording. These artifacts may havebeen related to the as-manufactured bypass capacitor damage identified on the CVRboard during initial microscopic inspection, but this could not be confirmed becausethere was no exemplar download from before the accident for comparison.
With excellent quality recordings and an accurate time history on the CAMchannel it was determined that an acceptable download was recovered, and noadditional download attempts or more invasive recovery techniques were required.

1.3 Audio Recording Description
Each channel's audio quality and duration from the final download files isindicated in Table 1.

Table 1: Audio QualityChannel Content/Source Quality DurationNumber1 Cockpit Observer Audio Panel Excellent ~120 min2 First Officer Audio Panel Excellent ~120 min3 Captain Audio Panel Excellent ~120 min4 Cockpit Area Microphone (CAM) Excellent ~180 min
1.4 CVR Data Provided to CAAC

CVR data provided to the CAAC delegation included the following:
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+ Raw download files from all down load  attempts made, both withPlayback32
and DLDR

» Raw chip image files from all DLDR download attempts
=» All .dlu files generated from both Playback32 and DLDR/CHIPS, includingthose that did not generate valid .wav filese All .wav files generated from the downloads.
+ All .wav files that were timeline-corrected and all crew audio channels thatwere upsampled from their default 8k Hz sample rate to match the CAMchannel sample rate at.  16k Hz.
s All session files generated by the NTSB's audio analysis tool, known as RAPT-Rmdf files.
s wav files that included noise filtering and audio enhancements to help bring

out crucial portions of the audio.+ Time stretched .wav files to match the timing of the crew channels and theCAM channel as best as possible given the packet dropouts discussed in the
text above.+ All photographs, scans, and microscopic images taken of the CVR memoryboards throughout the recovery process.
The NTSB did not retain any of the above files provided to the CAACdelegation other than the photographs, scans, and microscopic images. No CVRaudio files or other raw or intermediate download files that could be used togenerate audio files were maintained by the NTSB.

2.0 HFRS5-D FDR Description
The Honeywell HFR5-D Flight Data Recorder records airplane flightinformation in a digital format using solid-state flash memory as the recordingmedium. The HFR5-D can receive data in the ARINC 573/717/747 configurations andcan record a minimum of 25 hours of flight data. It is configured to record 512 12-bitwords of digital information every second. Each grouping of 512 words {each second}is calied a subframe. Each subframe has a unique 12-bit synchronization (sync) wordidentifying it as either subframe 1, 2, 3, or 4. The sync word is the first word in eachsubframe. The data stream is "in sync" when successive sync words appear at proper512-word intervals. Each data parameter (e.g. altitude, heading, airspeed) has aspecifically assigned word number within the subframe. The HFR5-D is designed tomeet the crash-survivability requirements of EUROCAE standard ED-112A,

2.1 HFR5-D FDR Damage
The FDR crash survivable memory unit (CSMU} was reported to have beenrecovered from the aircraft wreckage on March 27, 2022. The recorder was heavilydamaged by impact forces. The CSMU was opened and the memory module was
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removed at the CAAC's facilities in Beijing. It was reported that one attempt todownload the memory contents was made by the CAAC using a surrogate FDRchassis, which was unsuccessful.
2.2 HFR5-D FDR Recovery

The FDR CCA was presented to the NTSB on April 4, 2022. The red RTVsealant protecting the memory board CCA was left intact, with only the FLASHmemory temperature dot exposed for inspection. The temperature dot indicated nosignificant heat exposure to the board and none of the damage present on the CVRboard was noted on the FDR.
The NTSB golden chassis was reconfigured to be a proper FDR surrogateand‘the accident memory was connected. A download attempt using Playback32 wasattempted, which failed. Several downloads were performed of the individual FLASHmemory devices using the DLDR tool. The results varied slightly from one downloadattempt to the next, however generally resulted in files of all O's for each FLASH chipimage.
The red RTV was removed from the FDR memory board to allow for an initialvisual inspection of the entire module. Figures 7 and 8 show the connector side andopposite side, respectively, of the FDR memory module. The module was inspectedunder high-power microscopy, revealing that FLASH module number U2 had a crackextending from the top edge of the memory packaging into the center of the chip.The crack penetrated to the surface of the conformal coating over the device. Manyof the epoxy balls bonding the chip to the board also showed evidence of crackingand/or separation from the FLASH devices to which they were originally adhered.
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Figure 7. Connector side of FDR memory module with crack faintly visible in chip U2, markedwith a red circle in the photograph.
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Figure 8. FDR memory module side opposite connector.
Additional minor cracking was found in the chip packaging areas of many ofthe epoxy bonds between FLASH modules. This included minor cracking in FLASHmodule numbers U1 & U2, US & U7, and U51 & U52. The majority of the epoxy bondson both sides of the memory module showed evidence of fractures. Figure 9 showsan example of the cracking seen in the epoxy bond between chips U1 and U2.
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Figure 9. Example of cracks seen in epoxy bond between chips U1 and U2.
X-ray inspection of the FDR module was undertaken to evaluate any damagenot detectable via optical examination. This damage could include broken bondwires within the device packaging, damage to the frame of the chip, or damage tothe chip silicon die. No additional damage was discovered during this inspection.
Following the discovery of chip-level cracking and the behavior of thedownloads using the DLDR chip-level recovery tool, there was concern for theintegrity of the data using additional standard download methods. Followingdiscussions among staff, the conclusion was reached that the safest method forrecovery of any surviving data would be to remove the individual FLASH memorydevices {chips} containing flight data and read the data directly using a FLASHmemory chip reader.
Removal of FLASH memory devices from a circuit board assembly is atechnically challenging and somewhat risky procedure. It is possible to damage thechips both physically and electrically during the removal and readout process. As arisk-reduction exercise the NTSB decided to use a known good surrogate memory
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module as a test articleto develop the safest procedure for removal and readoutofthe individual FLASH memory modules.
A suitable NTSB surrogate test article was identified, and the memory was firstdownloaded using the DLDR tool. This would permit direct comparison of the chipimages prior to removal from the board with the images generated with a FLASHmemory reader/programmer. If any differences existed, it would be possible tocharacterize and remediate differences between the two chip readout methods.
NTSB electronics specialists removed all of the conformal coating from theFLASH memory pins of the test article in preparation of de-soldering the chips fromthe PCB. Then, all the epoxy bonds were manually removed from each of the chips. Afirst pass at solder removal was made by hand, prior to using an automated tool. Thiswas done to reduce the stress of removal of the chips. It was expected that therewould still be residual RTV, conformal coating, and epoxy trapped underneath thechip where it was placed on the PCB.
Finally, a recipe was developed for the Finetech FinePlacer microelectronicsworkstation for chip removal. The recipe consisted of the following:

1. Heating of the entire board to an equilibrium temperature somewhat belowthe solder melt temperature for the solder used by the manufacturer.2. Application of heat to the pins of the memory chip through a chip-specificnozzle that ramped the temperature at a safe rate to reach solder-melttemperatures.3. Application of suction to lift the chip free of the PCB once the solder was fully
melted.
On the HFRS memory board there are a total of 14 FLASH memory ch ips,7 oneach side of the board. However, in the FDR application {(HFR5-D) only 6 of the chips(chips def ined as U1, U2, U3, U4, U5, and U6) are used to store fl ight data. For thefirst test of removal from the test article chip U7 was removed. The first try of theFinetech removal recipe worked well and the chip was removed without difficulty.
Following the success of the removal of chip U7, each of the six chips fromthetest article containing flight data was removed individually in-turn with the samerecipe. In some cases, additional force was needed to remove the chips from theboard because of residual sealant trapped underneath. As each chip was removed itwas cleaned and any remaining residual solder was removed. The chip was thenplaced into the proper socket for a Xeltek SP-6100 FLASH memoryreader/programmer for download via computer.
The chip images generated by the chip reader were compared to the originalchip images generated by the DLDR tool and found to be byte-swapped identicalcopies of each other. This is because the DLDR tool was designed to create binary
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chip images in the Big Endian (Intel)  format and the chip reader genera ted  images inthe Little Endian (Motorola) format. This was not an issue because the HoneywellCHIPS utility is able to read chip images in either format, as selected by the user.
As a final test, DLU files were generated using both the DLDR chip images andthe memory reader/programmer chip images. The two DLU files were found to befunctionally identical, thus validating the full process for chip-off downloads and datarecovery to be used on the accident memory board.
Permission was granted by the CAAC to begin recovery of data from theaccident module using the same process developed with the test article. The sameprocess of conformal coating stripping and epoxy removal was used to prepare thechips for removal from the board. Excess solder was again removed by hand beforebeing placed in the FinePlacer tool. The chip removal process with the FinetechFinePlacer went smoothly for all six of the chips of interest.
An inspection of chip U2 (the chip with the visible crack in the packaging)identified a network of cracks on the bottom of the chip in addition to the previouslyobserved crack. The other chips did not reveal additional damage when they wereremoved from the board. Figure 10 shows the bottom of chip U2 following removalfrom the board.
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Figure 10. Bottom side of chip U2 showing cracks throughout chip packaging.

The chips were read in the Xeltec memory reader and the resulting binaryimages for chips U1, U3, U4, U5, and U6 were found to contain data. Chip U2 couldnot be read and the Xeltec reported numerous pin-check errors and messagesindicating that many of the pins were shorted. This was a sign of significant internaldamage to the silicon die within the chip itself.
Chip U2 was X-rayed and CT scanned, and chip U4 was also X-rayed as anexemplar. The results of the CT scan were noisy and revealed no new information.Some of the cracks identified visually on the bottom side of the packaging wereapparent in the 2-D X-ray images. These cracks passed through the region of the chiphousing the silicon die containing all the internal circuitry. Several other of theundersurface cracks were not visible in the X-ray because they appeared to follow theoutline of the X-shaped copper die pad upon which the silicon die was bondedduring manufacture of the chip. This extreme damage rendered any data from U2unrecoverable.
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A dummy file of all hexadecimal ‘FF’ (binary ‘1’} was created and used in placeof the image from U2 in the Honeywell CHIPS utility to create a FDR DLU file. Theresultant DLU file was then imported into the NTSB CIDER data analysis application.The data was framed out with information provided by the aircraft manufacturer.
When framed out, the accident was found in the middle of the data stream,because the pointer information was lost when the DLU was created in CHIPS withoutchip U2. The converted data was manually re-ordered to place the accident flight at‘the end of the recording.
Because of the missing chip image there were regular data dropoutsthroughout the duration of the data file. This was expected due to the way the HFR5-D writes flight data across the six chips. The stream of flight data is stripedprogressively across each chip. In this case, at 512 data words per second, each chipwrite consisted of about 1.3 seconds of data. Therefore, the final reconstructed datastream missing chip U2 should appear as chunks of about 6.5 seconds of valid datafollowed by a 1.3 second gap of missing data from chip U2.
When initially reconstructed in the analysis software, the data exhibited muchlarger gaps than the expected 1.3 seconds, on the order of about 4 seconds. Thisfaulty timing invalidated the time history of the data and made it impossible to align itwith CVR events,
ft was found that because the missing data broke across subframe boundaries,the analysis software, expecting to see consecutive subframe sync word markers,padded the data with erroneous extra subframes. These disruptions were caused bythe loss of sync whenever the dummy data that replaced chip U2 was processed. Thesync loss caused the analysis software to pad 4 full subframes about every 8subframes (seconds).
Correcting the condition of the superfluous subframes was a highly labor-intensive process. To accurately align the data required manually inspecting everygap and subframe boundary in the data stream and hand marking each time the chipU2 expected dropout began and ended and adding in the missing subframe syncword boundary. This allowed the replay software to keep the data stream in sync anddisplay the correct timing for the data.
Due to the amount of time it took to correct the timing of the data stream, onlythe final 12 minutes of the recorded data from the accident flight were corrected to.be time accurate. Additionally portions of the previous landing and taxi werecorrected to aid in the validation of the individual parameters.
Parameter validation is the process of evaluating individual parameters todetermine whether the parameter was being recorded correctly and accurately bythe data system, and check that the scaling and offset of the engineering units are
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correct. Of the more than 1,000 parameters recorded in this Boeing dataframe,approximately 150 were positively validated. Validation focused on parameters thatcaptured the aircraft's, accelerations, position, altitude, attitude, and speed (basicparameters), parameters related to flight controls, surfaces, and flight control forces,and parameters related to the operation of the aircraft's engines. A table of thevalidated parameters can be found in Appendix B.
The FDR data ended with the aircraft still in flight. The data stopped with theaircraft in a descent at approximately 26,000 ft. It did not capture the remainder ofthe descent and final accident sequence. Investigating the reason for the prematureend of the flight data it was found that while at cruise at 29,000 ft, both engine N2‘values decreased rapidly below the point at which the generators drop offline. TheFDR does not have a battery backup, so without power from the aircraft generators itwill power down. This is different from the CVR, which does have a battery backupand can continue recording for at least 10 minutes after the loss of the aircraftgenerators. Looking for the reason that the engine N2 dropped below the generatorcutoff speed, it was found that while cruising at 29,000 fi, the fuel switches on bothengines moved from the run position to the cutoff position. Engine speeds decreasedafter the fuel switch movement.

2.3 FDR Data Provided to CAAC
Data provided to the CAAC delegation included the following:

» All raw chip download image files, including the dummy U2 file used togenerate the FDR .dlu files.eo All FDR .dlu files generated by the Honeywell CHIPS utility, both directing theutility to skip the erased blocks found in memory and maintain the erasedblocks found in memory.o Both methods generated functionally identical files. The skip erasedblocks files were used in the NTSB's data analysis tools, as this methodmost closely models the behavior of the Playback32 utility whencreating a .dlu file.
¢ All FDR unpacked binary files generated by the NTSB's CIDER FDR analysis.

software. |

» Manually corrected unpacked binary files that correctly time-aligned the final12 minutes of recorded data.
e Plots of validated data, including plots of aircraft basic parameters, flightcontrols, control forces, and engine parameters.o Plots were generated for time spans of the final 10 minutes of recordeddata and the final 100 seconds of recorded data.+ Tabular data of all validated parameters in both exact sample timing and timed

to the closest 1/16" of a second. |
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A l l  files necessary for generation of the dataframe in the CAAC's FDR software
analysis tools.

» All images, scans, and microscopic photographs taken of the FDR board takenduring the data recovery process.
The NTSB maintained copies of these FDR files to maintain the ability to assistthe CAAC in the development of the flight history and sequence of even tsfor the finalreport.

Submittedby:

Charles CatesMechanical Engineer/Recorder Specialist
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2.3.1 FDR Plots
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Figure11. Basic aircraft parameters from final 90 seconds of recording.
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Figure 12. Flight control and input positions for final 20 seconds of recording.
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Figure 13. Control forces recorded during upset event through end of recording.
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APPENDIX A. CVR QUALITY RATING SCALE
The levels of recording quality are characterized by the following traits of thecockpit voice recorder information:

Excellent Quality Virtually all of the crew conversations could be accurately and

Good Quality

Fair Quality

Poor Quality

Unusable

easily understood. The transcript that was developed mayindicate only one or two words that were not intelligible. Any lossin the transcript is usually attributed to simultaneouscockpit/radio transmissions that obscure each other.
Most of the crew conversations could be accurately and easilyunderstood. The transcript that was developed may indicateseveral words or phrases that were not intelligible. Any loss in thetranscript can be attributed to minor technical deficiencies ormomentary dropouts in the recording system or to a largenumber of simultaneous cockpit/radio transmissions that obscureeach other.
The majority of the crew conversations were intelligible. Thetranscript that was developed may indicate passages whereconversations were unintelligible or fragmented. This type ofrecording is usually caused by cockpit noise that obscuresportions of the voice signals or by a minor electrical ormechanical failure of the CVR system that distorts or obscures theaudio information.
Extraordinary means had to be used to make some of the crewconversations intelligible. The transcript that was developed mayindicate fragmented phrases and conversations and may indicateextensive passages where conversations were missing orunintelligible. This type of recording is usually caused by acombination o f a high cockpit noise level with a low voice signal{poor signal-to-noise ratio) or by a mechanical or electrical failureof the CVR system that severely distorts or obscures the audioinformation.
Crew conversat ions  may be d iscerned,  but ne i ther  ordinary norextraordinary means made it possible to develop a meaningfultranscript of the conversations. This type of recording is usuallycaused by an almost total mechanical or electrical failure of theCVR system.
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APPENDIX B. VALIDATED PARAMETERS
This appendix describes the parameters validated and provided to the CAAC.Table B-1 lists the parameter names, units, and a description of each parameter.Additionally, Table 2 describes the units and abbreviations used in this report.

Table B-1. Validated and provided FDR parameters
Validated Parameter Name Units Description1. | Absolute Roll Rate deg/s | Aircraft Roll Rate2. | Accel Lat g Lateral Acceleration3. | Accel Long g Longitudinal Acceleration4. | Accel Vert q Vertical Acceleration5. | Active Altitude Ref - FCC. FCC Altitude Reference6. | Aileron Actuator Pos-L deg | Left Aileron Actuator Position7. | Aileron Quadrant Pos deg | Aileron Control Quadrant Position8. | Aileron Roll Cmd-L deg | Left FCC Aileron Roll Command9. | Aileron-L deg | Left Aileron Position10. | Aileron-R deg | Right Aileron Position11. | Air Gnd On Gnd Air Ground Sensor on Ground12. | AIR GROUND - SMYDC-1 SMYDC 1 On Ground

13. | AIR GROUND- SMYDC-2 SMYDC2 On Ground14. | Air-Ground Air/Ground15. | Airspeed Comp kts | Computed Airspeed16. | Airspeed Max Allowable kts | FCC Max Allowable Airspeed17. | Airspeed Target FCC kts | FCC Computed Airspeed Target18. | Alt 1 Baro Corr ft Barometric Corrected Altitude 119. | Alt 2 Baro Corr ft Barometric Corrected Altitude 220. | Alt 3 Baro Corr ft Barometric Corrected Altitude 321. | A l  4 Baro Corr ft Barometric Corrected Altitude 422. | ALT ACQ Engaged - FCC Altitude Acquire Autopilot Mode Engaged23. | Alt Baro Corr Combine f Combined Barometric Corrected Altitude24. | ALT HOLD Engaged - FCC Altitude Hold Autopilot Mode Engaged25. | Altitude Press ft Pressure Altitude26. | Altitude Radic DEU ft Displayed Radio Altitude27. | Altitude Radio-1 ft Radio Altimeter 128. | Altitude Radio-2 ft Radio Altimeter 229. | AP Off - FCC Autopilot Off30. | AP-1 Warn | Autopilot Warning 131. | AP-2 Warn Autopilot Warning 232. | APU N1 %RPM | APU Shaft Speed33. | APU On APU Running34. | APU Ready To Load APU Ready for Load35. | AT FMC SPD Engaged Autothrottle Speed Mode Engaged36. | CMD A -FCC FCC A In Command37. | CMD A Light - FCC FCC A Light Active38. | CMD B Light - FCC FCC B Light Active39. | Ctrl Col Force Pitch CWS Ib Combined Control Column Force
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Validated Parameter Name Units Description40. [ Ctrl Col Force Pitch CWS Foreign Ib Control Column Force Opposite FCC41, | Ctrl Col Force Pitch CWS Local Ib Control Column Force Commanding FCC42. | Ctrl Col Pos-L deg | Left Control Column Position43. | Ctrl Col Pos-R deg | Right Control Column Position44. | Ctrl Wh! Force Roll CWS Ib Control Wheel Force45. | Ctrl Whi Pos-L deg | Left Control Wheel Position46. | Ctrl Whi Pos-R deg | Right Control Wheel Position47. | Drift Angle -FMC deg | Computed Drift Angle48. | Elevator Actuator Pos-L deg | Left Elevator Actuator Position49. | Elevator Pitch Cmd-L deg | Left FCC Elevator Pitch Command50. | Elevator-L deg | Left Elevator Position51. | Elevator-R deg | Right Elevator Position52. | Engl Cutoff SW Left Engine Cutoff Switch53. | Eng1 EGT degC | Left Engine Exhaust Gas Temperature54. | Engl Fire Left Engine Fire Detected55. | Engl FMC N1 Bug Drive %RPM | Left Engine N1 Bug Drive56. | Engl FMC N1 Target %RPM | Left Engine N1 Target57. | Engl FMV Pos % Left Engine Fuel Metering Valve Position58. | Eng1 Fuel Flow pph | Left Engine Fuel Flow59. | Engl N1 %RPM | Left Engine Fan Speed60. [|Engl N1 Cmd %RPM | Left Engine Fan Speed Commnad61. | Engl N1 Ref %RPM | Left Engine Reference Fan Speed62. | Engl N1 Tach %RPM | Left Engine Fan Speed Tach63. | Engl N2 Actual %RPM | Left Engine Core Speed64. | Engl N2 Tach %RPM | Left Engine Core Speed Tach65. | Engl Oil Press psi | Left Engine Oil Pressure64, | Eng1 Qil Qty qt left Engine Oil Quantity67. | Engl Qil Temp degC | Left Engine Oil Temperature68. | Eng1 TRA deg | Left Engine Throttle Resolver Angle69. | Eng2 Cutoff SW Right Engine Cutoff Switch70. | Eng2 EGT degC | Right Engine Exhaust Gas Temperature71. | Eng2 Fire Right Engine Fire Detected72. | Eng2 FMC N1 Bug Drive %RPM | Right Engine N1 Bug Drive73. | Eng2 FMC N1 Target %RPM | Right Engine N1 Target74. | Eng2 FMV Pos % Right Engine Fuel Metering Valve Position75. | Eng2 Fuel Flow pph | Right Engine Fuel Flow76. | Eng2 N1 %RPM | Right Engine Fan Speed77. | Eng2 N1 Cmd %RPM | Right Engine Fan Speed Command78. | Eng2 N1 Ref %RPM | Right Engine Reference Fan Speed79. | Eng2 N1 Tach %RPM | Right Engine Fan Speed Tach80. | Eng2 N2 Actual %RPM | Right Engine Core Speed81. | Eng2 N2 Tach %RPM | Right Engine Core Speed Tach82. | Eng2 Qil Press psi | Right Engine Qil Pressure83. | Eng2 Gil Qty gt | Right Engine Oil Quantity84. | Eng2 Qil Temp degC | Right Engine Oil Temperature85. | Eng2 TRA deg | Right Engine Throttle Resclver Angle84. | FAC Engage - FCC Final Approach Course AP Mode Engaged
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Validated Parameter Name Units Description87. | FCC In Command of MACH Trim -R Right FCC Commanding Mach Trim88. | FCC-L In Command of MACH Trim Left FCC Commanding Mach Trim89. | FD-A Switch - FCC Flight Director A Switch20. | FD-B Switch - FCC Flight Director B Switch91. | Flap Handle Pos deg | Flap Handle Position92. | Flap-L deg | Left Flap Position93. | Flap-R deg | Right Flap Position94. | FMC Selected Airspeed kts | Selected Airspeed - FMC95. | FMC Selected Altitude ft Selected Altitude - FMC26. | FMC Selected Mach mach | Selected Mach Number - FMC
97. | FMC valid FMC Valid98. | G/S Dev Warn - FCC Glideslope Deviation Warning99. | GP Engage - FCC Glidepath AP Mode Engaged100, | Ground Spd kts | Ground Speed101. [ Groundspeed FMC kts | Ground Speed Calculated by FMC102. | Groundspeed Disp -L kts | Ground Speed Displayed on Left PFD103. | GS Engaged - FCC Glideslope AP Mode Engaged104. | HDG SEL Light - FCC Heading Select Light Active

105, | HDG SELECT - FCC Heading Select AP Mode Engaged106. | Heading deg | Magnetic Heading107. | Heading Selected FCC deg | FCC Heading Selected108. | High Speed Buffet Speed kts | High Speed Buffet Speed109. | Hyd Oil Press - A psi | Hydraulic Pressure System A110. | Hyd Oil Press - B psi Hydraulic Pressure System B
111. [ Hyd Qil Oty - A % Hydraulic Qil Quantity System A112. | Hyd Qil Oty - B % Hydraulic Oil Quantity System B113. | Hydraulic Oil Pressure Standby psi | Standby Hydraulic Pressure114. | Hydraulic System A ELEC Hydraulic A Electric Pump115. [ Hydraulic System A Eng 1 Hydraulic A Engine Pump116. | Hydraulic System B ELEC Hydraulic B Electric Pump117. | Hydraulic System B Eng 2 Hydraulic B Engine Pump118. | Hydraulic System Standby Hydraulic Standby System Engaged119. | IAS Display - FCC Indicated Airspeed Displayed120. [ LNAV Engaged - FCC LNAV AP Mode Engaged
121. | LNAV Light - FCC LNAV Light Active122. | LOC Engaged - FCC Localizer AP Mode Engaged123. | LOCAL LIMITED MASTER FCC-L FCC Left Master124. | LOCAL LIMITED MASTER FCC-R FCC Right Master125. [ LVL Change Light - FCC Flight Level Change AP Mode Active126. | MACH Trim Servo Brake Status - FCC-L Mach Trim Servo Status127. | N1 Light - FCC N1 Light Active
128. | N1 Limit Mode Cmd - FCC N1 Limit AT Mode Engaged129. | Pitch Angle deg | Aircraft Pitch Angle130. | Roll Angle deg | Aircraft Roll Angle131. | Roll Rate deg/s | Aircraft Roll Rate132. | Rudder deg | Rudder Position133. | Rudder Ped Pos deg | Rudder Pedal Position
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Validated Parameter Name Units Description134. | Rudder Pos- LVDT DEMOD-STBY PCU deg | Rudder Standby PCU LVDT Position135. | Rudder Servo Cmd-STBY PCU deg | Rudder Standby PCU Servo Command136. | Selected Airspeed FCC kts | Selected Airspeed - FCC137. | Selected Altitude FCC ft Selected Altitude - FCC138. [ Selected Course Foreign FCC deg | Selected Course Foreign FCC139. | Selected Course Local FCC deg | Selected Course Local FCC140. | Selected Mach FCC mach | Selected Mach Number- FCC141. | Selected Vertical Speed FCC fom | Selected Vertical Speed - FCC142. | Single Channel - FCC AP on Single Channel143. | SPD Light On - FCC SPD Light Active144. | SPEED INTERVENTION ACTIVE- FCC Speed Intervention Active145, | TOGA Engaged - FCC AT TOGA Mode Engaged146. | Track Angle True FMC deg | True Track Angle147. | VISUAL ALTITUDE ALERT - FCC Visual Altitude Alert Active
148. | VNAV Light On - FCC VNAV Light Active149. | VNAV PATH Engaged - FCC VNAV Path AP Mode Engaged
150, | VNAV SPD Engaged - FCC VNAV Spd AP Mode Engaged151. | Wind Direction True -FMC deg | Wind Direction152. | Wind Speed -FMC kts | Wind Speed153. | Yaw Rate deg/s | Aircraft Yaw Rate

Note: This FDR records pressure altitude, which is based on a standardaltimeter setting of 29.92 inches of mercury (in Hg). The pressure altitude informationpresented in the FDR plots and in the tabular data has not been corrected for thelocal altimeter setting at the time of the event.
Note: Parameters with a blank unit description in table B-1 are discretes. Adiscrete is typically a 1-bit parameter that is either a 0 state or a 1 state where eachstate is uniquely defined for each parameter.
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Table B-2, Units and abbreviations
Unit/Abbreviation DescriptionAlt AltitudeAP AutopilotAPU Auxiliary Power UnitAT AutothrottleBaro Barometric

CWS Control Wheel S tee r ingdeg degreesdegC degrees CelsiusFCC Flight Control ComputerFMC Flight Management Computerfpm feet per minuteft feetkis knotsIb poundsLVDT Linear Variable Differential TransformerMCP Mode Control PanelPCU Power Control UnitPFD Primary Flight Displaypph pounds per hourpsi pounds per square inch
qt quartRPM revolutions per minute
5 secondSMYDC Stall Management and Yaw Damper Computer
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